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EXERCISES AGAINST INFORMATION-TECHNOLOGY-RELATED TROUBLES
THAT INVOLVE MULTIPLE CRITICAL INFRASTRUCTURES

Hiroyuki NAKANO “and Atsuomi OBAYASHI

! MPhil.(Land Economy), MSc. Former Counsellor of Cabinet Secretariat (National Information Security center),
Government of Japan (E-mail:Hir.Nakano@mitsui.com)
2ph.D. (Public Policy) Professor, Keio University, Graduate School of Business Administration
(E-mail: obayashi@kbs.keio.ac.jp)

This paper reports activities and findings in the first exercises in Japan against information-technology-related
troubles that involve multiple critical infrastructures, which were held in 2006. The activities consisted of research
of exercises and on-table exercise, with participation of 10 infrastructure sectors and five government ministries and

agencies.
operations of 10 different infrastructure sectors.

The on-table exercise adopted a scenario of event that caused troubles in the information systems and

Key Words: Crisis management, critical infrastructure protection, information technology related

troubles, exercises.
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